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TunoBas Jexkuusa
1o npopujIaKTHKE NMpecTyIieHuil B cepe
HH(POPMAIMOHHO-TEJIEKOMMYHHUKAIMOHHBIX TEXHOJIOTH M.

Ha teppuropun OpenOyprckoil obnactu B mpeodnagaromeM OOJbIINHCTBE
XUILIECHUS c UCIIOJIb30BaHUEM MH()OPMAITMOHHO-TETICKOMMYHUKAITMOHHBIX
TEXHOJIOTUNA COBEPIIAOTCS CIEAYIONUMHU CITOCOOAMU:

1) 3BOHKH OT TICEBI0 ONIEPATOPOB COTOBOM CBSI3H, MEHCUOHHOTO (oHAa Poccun,
MIOYTOBOTO OTJICJICHHUSI, KOTOPBIE MOJI IPEAJIOrOM MPOJIJICHUS JOTOBOPA YCIyT CBSI3H,
YIIYUYIIEHUSI KauyecTBa CBSI3U, MOJYYCHHUS TOMOJHUTEIbHBIX MEHCUOHHBIX BBIILIAT,
nepepacyeTa MEHCUU, MOJYYEHUsI 3aKa3HOTO MUCHhMA, JOCTABKH, MOCBUIKUA MPOCST
COOOIIUTh CMC-KOABI, TOCTynuBIIKE Ha TenedoH. [Tocne coobieHuss JaHHBIX KOJIOB
MOCTYyHaeT 3BOHKM C JPYyrUX HOMEPOB, TJ€ MOUIEHHUKU MPEICTABISIOTCS
coTpyaHukamu OaHkoB, mnonunuu, CrenctBennoro komurtera, OCb Poccun,
PochunmonuToprHra u cooOIIaT, YTO paHee MOCTyHal 3BOHOK OT MOILIIEHHUKOB,
KOTOpbIE TMOJYYWJIM KOJA U3 CMC-COOOIICHMS, MBITAIOTCS TMOXUTUTh JEHEXHbIC
cpeactBa. C 1eNbl0 MPEIOTBpAIEHUS XUIICHUS JICHEXKHBIX CPEJCTB YyOEKIaroT
rpakJaH MOWTH B OaHKH, TJI€ CHSTh BCE COEPEXKEHUS CO CUETOB, uepe3 OaHKOMaT
MIEPEBECTH UX HA «PE3EPBHBINY», «OE30MaCHBIN» CUET UM MepeiaTh UX YEPE3 KyphepOB
JUIsl TIOCHeAyoNiero neknapupoBanusi. [Ipu 3ToM MOSACHSS, YTO Kyphep JACHEKHBIC
CpelcTBa MOMECTUT B CHElUalbHyl0 suedky lleHTpanbHOro OaHka, a Mmocjie 4ero
KyIiopbl OynyT MpOBEpeHbl Ha TMOJUIMHHOCTh M TIOCJIE MPOBEPKU BO3BPAICHBI
MOTEPIIEBILIEMY.

2) 3apaboTok Ha HHBECTHIMSAX. JlaHHBIE NPECTYIJICHUS COBEPILAIOTCS B
pe3ysibTare IMOMCKa IMOTEPIECBIIMMHU JIOMOJHUTEILHOIO HCTOYHMKA goxona. Kak
MPaBUJIO, MOTEPIICBIINE OCTABJISIOT B CETH HMHTEPHET 3asBKY Ha PErUCTpaIUi0 U
CIIyCTSI HEKOTOpOE€ BpeMsi MM TEPE3BAHUBACT 3JIOYMBIIUICHHUK, KOTOPBII
MIPEICTaBIACTCS OpOKEpOM M TpeajiaraeT co3JaTh JUYHBIA KaOWHET Ha TiaTgopme
OJIHOM 13 OUpK MO0 MEPEUUCIUTh JICHEKHBIE CPEJICTBA JJi1 MHBecTUpoBaHus. [locie
4Yero >KepTBa IMOJ] BIUSHHUEM 3JIOYMBIIUICHHUKA CHCTEMAaTHYECKH MEepPeUYHCIIseT
JIEHEKHBIE CPE/ICTBA PA3TUYHBIMU CyMMa Ha JIMIEBOM CUET, KOTOPBI 0TOOpakaeTcs B
JUYHOM KaOuHeTe Oupku 00 Ha OAHKOBCKHME KapThl MOIIEHHHUKOB, Tymas, 4YTO
WHBECTUPYET JICHEX)KHBIE CPE/ICTBA. 3JIOYMBINIJICHHUK, B CBOIO OYepEib, 3aKPhIBACT
JOCTYT K TUYHOMY KaOMHETY U TTOTEPIIEBIINN HE MOKET BHIBECTH JAHHBIC JICHEKHBIC
cpeacTsa. s 3Toro ero yoexaar0T B HEOOXOIUMOCTH BHECECHHS JOTOJHUTEIIBHOM
CYMMBI JICHET;

Eciu Bbl Bce - Taku pemimiiu 3apadoTath JaHHBIM BHAOM, TO cjeayeT
UIPaTh Ha TPOBEPEHHBLIX OHPKAX, a TaKKe MOJb30BATHCH YCJIyramMmu
NMPOBEPEHHBIX JIUI (DPOKEPOB), 3AHMMAKOIIUXCH TAHHOM JeATeJbHOCTHI0. Takxe
cjieyeT 0CO3HABATh PUCK MOTEPU CBOMX JCHEKHBIX CPEICTB NP UTPe HA OupiKe,
HHBECTUPOBAHNH, B TOM YHCJI€ 0YeHb KPYIHbIX CyMM.

3) B mHactosimee BpeMs YBEIWYUIIOCH KOJIMYECTBO KHOEPIPECTYIICHUH,
coararmery o adonvmetuent 33iMOB B MUKPO(DHMHAHCOBBIX OPTaHU3AIMAX HA TPaK/IaH

i AOKYMEHT IMOAMMCAH 3ysl UX TEPCOHAIBHBIC JaHHBIC Yepe3 moprtai ['ocyciyr,
= SIEKTPOHHON MOATMCRIO YIIHUKHU TIOJIYYarOT MPH UCIOJIb30BAaHUU KOJOB U3 CMC-
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COOOIlEHUH, KOTOpBhIE TpaxJaHE COOOIIAIOT TICEBAO COTPYAHHMKAM COTOBBIX
KOMIaHUM, NEHCHOHHOTO (HOHMAA, IOYTOBOTO OTAEICHHUS U JPYTHMX CTPYKTYP,
OKa3bIBAKOIIMX YyCIayrHn. KpoMe TOro mocTym K MOpTaidy yYCiayr MOIIEHHUKH MOTYT
NOJIYYUTh MCIOJb3YS CTapblii a0OHEHTCKUI HOMEpP, KOTOPBIi ObLT MPUBSI3aH paHEe.

B ykasaHHBIX ciay4asixX He0OXOAMMO HEMEAJIEHHO NPEeKpPATUTh Pa3roBop,
NMO3BOHUTH 10 HOMEpPY «ropsidyeid JHHUM» OAHKOBCKOIO YYpeKIeHUus,
OpraHusanuu B c(epe OKa3aHMA COUUAJIBHBIX YCJIYr, JUOO JUYHO MOCETHTH
o(puchbl U NOMHTEPECOBATHCH 10 MIOBOAY COMHUTEIbHBLIX MAHUITYIALMHA.

3anomuuTe! COTpyAHUKH 0aHKA, PA0OTHUKH CAJIOHOB ONIEPATOPOB CBSI3H
HHUKOI'Ja He crupamuBaiT 1o rejaedgony koasl u3 CMC u nepcoHa/IbHbIC JaHHbIE
O0ankoBCckMX Kaprt. He cymecrByer Takoro BHAa COXpPaHEHHMs CPEACTB, Kak
BHECeHHME HAJTMYHOCTH Yepe3 TEPMUHAJ HA «pe3epBHbII> CYET JIM00 nmepeBoj Ha
a0oHeHTcKHH HOMep. Hu B KoeM ciiyyae He ycTaHABJIMBAaNWTE B CBOeM cMapTdoHe
J00 KOMIbIOTEpe KaKHe-JIu00 NMporpamMMbl N0 NMpoch0e HEeW3BEeCTHOIrO JIMIA.
Tak:ke NMpH NpeKpalleHUM IO0JIb30BAHUA A00HEHTCKHM HOMEpPOB He00X0IMMO
OTBSAI3aTh €ro OT BCeX 0AHKOBCKHX NMPWIOKEHUHN U JIMYHOI0 Ka0OMHeTa nmopraJia
T'ocycayr.

4) YcraHOBKAa NMPHIOKEHUH YAAJIEHHOTO JOCTYyNa MOJA BHUJIOM MPOTPaMMHOTO
oOecrieyeHuns, MOBBIIAIOIIETO OaHKOBCKYH 0€30macHOCTb. JlaHHBIE MNPUIIOKEHUS
OTKpBIBAIOT JOCTYNl K YAAJIEHHOMY HCIOJIB30BaHUIO CMapT@oHAa U TO3BOJISIOT
NIEPEBOJUTD JEHEXKHBIE CPEICTBA HA IOJKOHTPOJIBHBIE 3J0YMBIIUIIEHHUKAM CYETa,
0(OPMIISITH KPEUTHI, UCIIOJIH30BATH MIEPCOHANILHBIC TaHHBIE.

[IpecTynHUKY MPpY MOMOIIM CCHIJIOK IIMPOKO HAYAJIA PACTIPOCTPAHATh BUPYCHOE
nporpaMmmHoe  oOecrieuenne T.H. (APK.daiin), koTopoe camMOCTOSITEIHHO
yCTaHaBJIMBAETCSA HA CMAPTPOH U MPEAOCTABIIAET BO3MOKHOCTH YAAIEHHOTO T0CTyNa
K YCTPOMCTBY, B TOM YHUCJIE MOJHBIA KOHTPOJb HaJ MPUIOKEHUSIMH B cMapTQOHE,
OecrnpenaTCTBEHHbIA BXOJ B MOOWJIbHBIE NMPUJIOKEHUs O0aHKOB U T.1. Ilpu atom mis
OTHPABKM CCBUIOK HA YKa3aHHBIE MMPOTPAMMBbI ITPECTYITHUKHU MCIOJIb3YIOT PA3JIUYHBIC
Opeajiord, B TOM 4YHCIIE IUIAaHOBOE OOCHTY)KMBaHUE HACENICHUS COTPYAHHUKAMU
«JHeprocoOpiTay (OecruiaTHas 3aMEHa U MOBEpKa CYETYMKOB), IEHCMOHHOTO (oHAa
(mepepacyeT MEHCUH), YAaCTO BHMMAaHHWE IMOTEPHIEBIIMX MPUBJICKAIOT, UTpas Ha HX
JTHO0ONBITHOCTH, TyTEM OTIPABKU CCHUIKUA B MECCEHIKepe ¢ HazBaHueM «llocmotpu,
3TO ThI Ha GOTO (BHUIEO)».

Ecim xe Bbl 1m0 KakuM-TO NPHYMHAM YCTAHOBMJIM HAa CcMapT(OH
HEeM3BEeCTHOE NMPUWJIOKEHHE M 3aMeTH/IM HeCcTa0M/IbHOe ero (PpyHKIMOHMPOBaHHUeE,
TO HEMeJIEHHO OTKJII0YHuTe MHTEepHET cCoeaMHeHHe, YTO O3BOJIUT IpepBeT CeaHe
YAAJEHHOr0 ynpasJjeHuss Bamum ycrpoucrsoMm. Ilociie yero npeanpumure Mepbl
10 YIAJICHUI0 YCTAHOBJICHHOIO NPUJIOKEHHSI.

5) MHcnonb3oBaHHE AaKKAyHTOB B MECCEH]IKEpAX, CO3JAHHBIX OT HWMEHH
PYKOBOJUWTENEH, NI OCYUIECTBIICHHS IEPENUCKH, B XOJ€ KOTOPOM MNPECTYNHHUKH
IPOCST NMEPEUUCTUTH JCHBIU B IOJT Ha 0AaHKOBCKYIO KapTy, INOO OKa3aTh COACHCTBUE
IPaBOOXPAHUTEIBHBIM OpraHaM B IOMMKE IPECTYIHUKOB B OaHKOBCKOW cdepe.
Jlamee, kak npaBWIO, TPAXKIAHWUHY 3BOHSAT HEWU3BECTHBIC, IPEACTABISIIOLIMECS
COTpyAHHKaMU CcUJIoBBIX CTpykTyp (®Cb, MBJI) u mnox mnpemsorom ero



3aJICCTBOBAHUS B «CIICLIONIEPAIIMN» M0 YCTAHOBJICHUIO MPECTYMHUKOB, YOSKIAIOT
0opOpMUTH KPEAWTHI, CHATH JIMYHbIE COEPEKEHHs] W TEPEeBOJUTH JIEHBIUM Ha
NOJKOHTPOJIbHBIE UM CUETA;

Ecnu B Meccenmxepe Bam Hanmcan pyKkoBoaMTe/ b M MONPOCH] IeHbIM B
poar, Jaubo ckasaja, 4Yro ¢ BamMu JOKHBI CBS3AaThCS  COTPYAHMKH
NMPABOOXPAHUTEJIbHBIX OPraHOB W UM HeO00X0AMMO TIOMOYb, A TaKKe
HEYKOCHHUTEJIbHO BHINOJHATH UX YKA3aHUS, He PUCKYIITe, a MPOCTO NMepe3BOHUTE
emMy, JIN0O0 CBSKUTECHh APYTHUM YA0OHBIM CIIOCO00M, KOTOPbIH MO3BOJIUT NOHATD,
4yT0 ¢ Bamu Ha CBSI3U MMEHHO PYKOBOIWTEb, 4 HE IPECTYIHUK.

6) B3nom couuanpHBIX CceTe WM AaKKayHTOB B MECCEHDKepax, H
OCYULIECTBJIEHUE PACCBUIKMA COOOUIEHUI C MPOCKOOW OAOKUTH JIEHEKHBIE CPEJICTBA,
JA1M00 MEPENTH MO CChUIKE U MPOroJI0COBaTh 32 KOro-JI100;

Ecam Bam 3HakoMblii B COUMAJIBLHOM CeTH NPOCUT JAE€HbBIM B JOJII,
He00X0AUMO CBSA3ATHCH C HUM 10 TeJie(pOHY, JIN00 YOeauThCsl B X0/1e NepenucKH,
yTo ¢ Bamu o01iaercsi UMEHHO OH, 2 He MOIIIEHHHUK, Y KOTOPOT0 B MOJb30BAHUU
HAXOJAUTCS B3JIOMAHHASI CTPAHMLA 3HAKOMOT0.

7) MoIleHHUYECTBO Ha TOPIOBBIX MHTEPHET-IUIomaakax. Jius sToro, Kak
IpaBUiIO, MOIICHHUKU MpEAJIaraloT MepedTH s OOLIEHUST B MECCEHKEpHI,
JIOTOBApUBAIOTCS O TOJIydYeHUHU (OTIPaBKE) TOBapa C MOMOIIBIO CIY>KO JOCTaBKH,
CKUJIBIBAIOT HHTEPHET — CCHUIKY Ha TMOJJICJIbHbIC CaWlThl, TJI€ >KE€PTBA BHOCHUT
PEKBU3UTHI OAHKOBCKOM KapThI U JIUIIAETCS ICHEKHBIX CPEICTB.

3anomuute! Toprospie IOMIAAKH OCHAIIEHbI CHCTEMON 3alIUTBHI OT
COMHHUTEJbHBIX ONepaluil M0 MmepeBoay CpPeacTB, MO3BOJsIONIEH 0JJOKMPOBATH
pa3jinYHbIe CCHIJIKH, MO3TOMY ecjin Bac mokynaresib/npoaasen NpocuT nepenTu
K OOILICHHUI0O B MECCEH/JXKepe M KHAAeT CChLIKY, TO 3TO INEPBbIil TPEBOKHbIH
CUTHAJI K TOMY, 4T0 Bac xorsit 00MaHyTh. 32a4acTyl0 CCbLIKH, OTIIPaBJisieMble
NPeCTYMHUKAMM, 10 HA3BAHUI) MOTYT ObITH CXO0:KH C HA3BAHUSIMH PAa3IHMYHBIX
KOMIIAHMHA 10 JAOCTABKAM TOBapa, Ja:ke C Ha3BAHMAMH CaMHMX TOProBBIX
mwiomanok. He mepexoaure mnmo ccbuIKaM, OTHPABJEHHBIM HEHM3BECTHBIMH
JIMLIAMM.

8) ITlomynsipHOCTH, B MpECTymHOM cpene HaOMpaeT Crnocod HCMOIb30BAHUS
yAaNEHHOTO MpUOOpETEeHUs TOBApOB B ceTU VHTEpHET MOCPeCTBOM MPHUIIOKEHUN
KPYIIHBIX TOPrOBBIX IUIOIIAJOK (MapkeTivielicoB). IlpecTtynmHuku, BbBICTymass B
KauecTBE IMPOJABIOB, Pa3MEIIAIOT OOBSABICHUE O MPOJAXKE PA3IUYHOTO TOBapa IO
BbITOHEN TIeHe. [locne ogopmieHus: mokymnareneM JOCTaBKa BHIOPAHHOTO TOBapa B
YKa3aHHbI CPOK B IYHKT BbIAA4YM YMBIIIJIEHHO HE OCYLIECTBIISIETCS, B CBA3U C UEM
MOKYTaTeNlb BBIHY)XK/IEH 00OpATUTHCS B aIpeC TEXHUYECKOM MOICPKKU MapKeTIienca
C IpeTeH3uel 0 BO3BpaTe TOBapa, 0 YeM coo0IIaeTcsi HeI0OPOCOBECTHOMY MPOIABILY.
B xone pa3buparenbcTBa MO HEUCHOJHEHHUIO JEHEKHO-TOBAPHBIX 0053aTeNIbCTB
NICEBJI0 MPOJIaBIbl MHUIIMATUBHO BBIXOJAT HA CBS3b C MOKYIATEIEM M MpEeAsiararor
OTMEHUTh paHee CAECIaHHBIN 3aKa3 (Tak KaK BO3HUKIM TEXHUYECKHE MPOOJIEMbI HA
caiite «OZON») u ocymectBuTh HOBBIN. [Tokynarenu B meccenxepe (« WhatsApp»
i «Telegram») NpoxXomAT MO MNPEIOCTABICHHOW MM CChUIKE M MOMAJAl0T Ha
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«pumuHroBbINY) calT «OZONy», rae OCyHIeCTBISIOT OIUIaTy TOBapa, TEM CaMbIM
JUIIAIOTCS ICHEKHBIX CPEJICTB.

Kpome ToOro, He TepsieT aKTyaJdbHOCTH CHOCOO COBEPIICHUS XHUIIECHUM
JICHEKHBIX CPEJICTB B ceTH MHTEepHET Mo npeaioroM AOMOJHUTEILHOrO 3apaboTKa.
JIunam 3a omnpenenéHHyr CyMMy NpEajaratoT OLEHUBAaTh TOBAPbI B MPUIIOKEHUU
«OZON» c 1enbl0 MOBBINIEHUS WX PEUTHUHra MomyJspHOCcTU. Hapsimy ¢ oneHkoi
NOTEpIIEBIIEMY AAETCS 3aJaHUE Ha MPUOOPETEHHE 3a CBOM CUYET TOPOroro ToBapa mnoj
MPEAJIOrOM TOTO, YTO B JAIbHEHIIIEM CTOUMOCTh BEPHETCS HAa CUET TOKYIATENsl BMECTE
C ICHEKHOM BBIIJIATOM 32 OIIEHKY TOBapa. XHUIIECHUE ICHEKHBIX CPEACTB MPOUCXOIUT
Ha CTaJUM TOKYNKH ToBapa OOJBIION CTOMMOCTH, TMOCJIE€ BHECEHHS CYyMMBbI Ha
MOJAKOHTPOJIbHBIC MPECTYIMTHUKAM CUETA.

Ecau Bbl CTOJKHYJHCHL € TeM, YTO NMOKYNaTeJb B MapKeTILleiice He
BOBpeMsl I0CTaBHJI TOBap, MOCJE Yero MpPOCUT 0TKAa3aThCH OT 3aKa3a, a TaKiKe
npeajaraerT MNPOAOJIKUTH JajibHeHIlIMe TOBAPHO-IEHEKHbIe OTHOIIECHUS
HANpPAMYI0O 0e3 y4YacTHsl MapKeTIulelca, nmeperas Mo CCblUIKe B MeCCeHIxKepe,
0yIbTe 0CTOpPOKHEE, ITO MOTYT ObITh MOILIEHHUKH.

9) Cpeau noTepneBIIUX OT JSHCTBUN MOIIIEHHUKOB HEPEJIKO CTAHOBSATCS U ICTH.
Urpas B oHJIAH-TIPUIIOKEHUU HA TeledOoHe, TOAPOCTKHU B YaTe MOJYYarOT pa3IndHbIC
COOOIIIEHUSI, CBSI3aHHbBIC C YJIYUYIIEHHMEM KaueCTBa WUIPhl. 3aT€M B IMEPENHUCKE JETH
paccka3blBalOT O TOM, C K€M OHM Celuac HaxoJSITCS M €CTh JIM Y HHUX JOCTYI K
teneoHam B3pocibix. Jlamee ux yOexIarOT MPOAUKTOBATH KOH(MUICHIIMATbHBIC
JaHHBIE, KOTOPbIE TTOCTYNUJIN Ha Tele(OoHHbIE HOMepa poACTBEeHHUKOB. [locie vero
MPOUCXOJUT CIIUCAHUE JEHEKHBIX CPEJICTB.

HeoGxonmumo pgoBectu 10 Jereid WMHGOpPMALMIO O Pa3IMYHBIX YJIOBKaxX
MOIIIEHHHUKOB, B TOM YHCJI€ O CXEMax, I/I€ IO/ Pa3HbIM MPEIJIOTaMu 3JI0YMBIIUICHHUKH
NOOYXKJIAl0T UX COO0IIaTh KOH(MDUACHITUATBHYIO HH()OPMALIMIO B3POCIBIX, HAIIPUMED,
PEKBU3UTHI OAHKOBCKUX KapT.

10) MoieHHHYECKas cXxeMa «pOJCTBEHHUK monan B Oexy». OcyiiecTBisieTcs
3BOHOK, TJ€ MPEICTABUTENh SKOOBI IPABOOXPAHUTEIBHBIX OpPraHOB COOOIIAeT
MOXKUJIOMY YEJIOBEKY, YTO MO BUHE ero OJu3koro pojactBeHHUKa cosepiueHo JITII u
JUTSL YPETYJIMPOBAHUSI CUTYallMK HeoOX0uMa KpyIHas JeHeKHasi CyMMa HATMYHBIMH,
MOCJIE€ Yero MpUe3KaeT Kyphep MOLIEHHUKOB, 3a0UpaeT IeHbIM U MEPEBOUT Ha cueTa
KypaTOpOB MPECTYIMHOU CXEMBI;

Byabte BHMMaTeabHbl! [Ipu mocTtymiennu nogo0HbIX 3BOHKOB, HECMOTPSI
HAa YrOBOPHI NPECTYNIHUKOB 0 TOM, YTO He CTOMT 3BOHMTH HUKOMY, HEMe/IJIEHHO
CBSIZKMTECH ¢ POACTBEHHUKOM, KOTOPBIii MonaJj B «0exy».

B pasroBope coxpaHsiiiTe CHOKOWCTBHE M He Ha3bIBalTe JaHHbIE
POACTBEHHHMKA, CKAaXKUTE€ HEM3BECTHOMY, 4YTO Oyaere mo JAaHHOMY (akTy
00pamaTHCH B IPABOOXPAHUTEIbHbIC OPTraHbI.



